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INSIDE
On the Home Front

News about individual
and family preparedness.

Staying in the Game

Business continuity news
and best practices.

Back to School

Emergency preparedness,
response, and recovery
news for schools and
school districts.

The World Around Us

News about weather and
other natural hazards.

Cyber Crime
Awareness

Trends in cybercrime,
cyber fraud, protection,
and mitigation.

On the Home Front
NEWS ABOUT INDIVIDUAL AND FAMILY PREPAREDNESS
Winter Weather Preparedness:
EXPECTING THE DRIVE YOU DIDN’T EXPECT . . .
As many of you probably do, I remember very clearly the ice storm of 2017. I remember
driving to school to have lunch with my kids, my car fish-tailing as I rounded a corner, and
thinking to myself, “Hey! This [stuff] isn’t supposed to start until later this evening!” What
a difference a few degrees of temperature can make.
I also remember the highways being gridlocked, and the calls that kept coming in: calls
from hungry people, thirsty people, tired people, cold people. People who were almost
out of gas. People whose cellphones were almost dead.
If your one-hour commute turns into a seven-hour commute, and you have not taken
some basic steps, that can be a hungry, thirsty, wet, cold, generally miserable, and
possibly dangerous seven hours.
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Cyber Crime Awareness
“IT’S THE MOST WONDERFUL TIME OF THE
YEAR” FOR CYBERCRIMINALS . . .
Cybercrime is prevalent enough throughout
the year, but it really ramps up during the
Holiday Season. The types are almost too
numerous to mention. In just the past few
weeks, I have personally seen –
•

•

Staying in the Game
•

BUSINESS CONTINUITY NEWS AND BEST PRACTICES

“Triggered . . .”

•

•

Who in your organization decides when “business as
usual” is not?

•

What factors or circumstances would cause you to
activate (i.e., trigger) your company’s emergency or crisis
plan?

•

Who in your organization is authorized to activate that
plan?

Having an emergency plan does you no good if you fail to
implement it. Many times, this failure is attributable to people
simply not knowing that the plan should be implemented, or not
knowing they have the authority to do so.

•

Spoofed (yet very realistic-looking)
emails from otherwise legitimate
banks wanting to increase my credit
limit.
Official-looking notifications saying
my “bonus” has been transferred to
my account and asking for
verification. PS – I’m a government
employee; we don’t get bonuses.
Nice try, though.
The usual plethora of complete
strangers from West African nations
or financial institutions offering to
send me millions of dollars; odd how
all those “officials” have gmail
addresses.
Two very legitimate-looking emails
from well-known package delivery
companies needing information so
that they can complete their
deliveries.

As we have said previously, cybercriminals
are criminals – they just want the money.
Don’t let it be your money.

EMA Update
“People make the system.”
One of our primary mission areas is training, and over the past few weeks
we were fortunate in being able to either provide or host several courses.
•

•

December 8th: Critical Crisis Communications Criteria conducted by
Director Sharp for representatives from Law Enforcement, EMS, Fire
& Rescue, schools, elected officials – even the National Park Service.
December 9th and 10th: Managing Food Emergencies - Strategies for
a Community Response conducted by cadre from the Center for
Biomedical Research and Training at Louisiana State University.
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Back to School
ASSIGN A MENTOR . . .
I’m a substitute teacher. I don’t
get the chance to do it very often,
but when I do, it’s always – always
– a learning experience for me as
well as (hopefully) for the kids in
my classes.
Considering my profession, I
often find myself evaluating
emergency response options. “If
[INSERT BAD EVENT HERE] were to
happen, what are my options?”
Good news: Every school I’ve
subbed in has a book with
diagrams, maps, emergency
instructions,
etc.
written
specifically for the substitute
teacher.

The World Around Us
DECEMBER TORNADO OUTBREAK . . .

The images above tell the story. The top image is the severe weather
outlook published by the National Weather Service on December 9th,
showing their forecast for the St. Louis forecast area for the next day
(December 10th). The bottom image shows the storm reports from
December 10th.
On December 10th there were five (05) individual tornado warnings
issued for Warren County in less than two hours. We were very fortunate
that none of these storms resulted in any injuries.

Not-so-good news: Reading that
book takes time – time one may
not have if faced with a real-world
emergency. Furthermore, those
books are written and compiled
by people who work in that
building every day, and who are
familiar with the layout. No map
can substitute for that experience.
Consider assigning a “mentor”
staff member for each substitute
teacher – someone tenured, who
knows “the lay of the land” without
needing written directions.
It
could be a life-saver . . .

Thank you!
I hope you’ve enjoyed the December, 2021 issue of SitRep – the
monthly newsletter of the Warren County Emergency
Management Agency. More to the point, I hope you’ve found
information that is of value to you.
If you would like to see a particular issue or topic addressed,
please feel free to contact me, and of course I value your
feedback. Thanks very much!
Jim Sharp, MCP, MoCEM – DSN #1700
Warren County Emergency Management Director
jsharp@warrencountymo.org

